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ABSTRACT
Deployed software, now-a-days, are continuously undeclatAttackers have been exploiting

vulnerabilities for decades and seem to be increasingatiacks. Firewalls, intrusion detection and
antivirus systems cannot simply solve this problenin¢odesirable extent. Only a concerted effort, by
the software development community for building more sesoitevare can foil attackers and allow
users to feel protected from exploitation. It is observetldheh phase of the SDLC should include the
appropriate security assurance mechanism and counterme&sorasequirements through design and
implementation to testing and deployment, security measnust be embedded throughout the SDLC
phases. Authentication is one of the measure protection meoignwhich is broadly accepted.
Appropriate level of authentication may be well enforaaugéy features and hence ensure security. In
this paper, various attributes of ‘Authentication’ Polag identified and then a weightage is assigned to
each one, followed by the risk assessment to integteps for security assurance from the early in the
development lifecycle. This will enable the assessmkappropriateness of authentication in terms of

risk and lead to counter/additional measures for secig#iyrance.
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INTRODUCTION

Security is not only a desirable but now an esserdgitufe of software so that it continues to
function correctly under malicious attack. Most of thei@altinfrastructures all of us take for granted are
fairly complex interconnected and interdependent systemsingle programming or design flaws in
today’'s complex software system can disturb an entiremsysin 1990, failure due to a single line of
buggy code in AT & T's 4ESS switch caused systems drop roughlydd08hg distance over a period
of nine hours and $60 million loss [1][2]. Another incident ofnpaiter security reported to the CERT
coordination center in recent years due to a single clagsogifamming flaws buffer overruns [3].
Software security is the foremost concern for modern rimébion enterprise. Designing highly
dependable security systems to ensure secure accessitnuigidt software and information has been
recorded as ‘one urgent problem’. Software security @iaesigning software to be secure, making
sure that software is secure, and guiding software deve)@pelstects and users about how to build and
maintain secure software.
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Requirements are considered as the foundation stone on thbidntire software is built. In
earlier days, the requirements phase was not takesushyi which caused many big software problems.
These problems’ nature and quality both continue to grow expafigntiith the growth in software
complexity and its versatility. The failure and succefsany software depends upon the quality of
requirements. It is observed that about 71% of the sadtisanot completed due to poor requirements [4]
[5] [6] [7]. Studies indicate that more than 60% fegluate for software projects in the US, with poor
requirements as one of the top five reasons. Studiesshts® a high percentage of project schedules
overruns, with 80% due to creeping requirements [8].

The importance of the requirements engineering has bednregelgnized and now many
reversed researches are underway on ‘ways to indgpcsecurity right from beginning’. The
requirements phase is one of the foremost opportunitighdgoroduct team to consider how any feature
including security can be integrated into a development pspddentify key security objectives and
otherwise maximize software security [9]. In continuatiorthis process, the team needs to consider
‘how the security features and assurance measuresntetirate with other software likely to be used
with it'. The requirements team’s overall perspectiveatfusity goals, challenges, and plans need to be
incorporated in the SRS that is produced during the rexspaint’'s phase [13].

Security policies are the most primitive to securingystesn, organization or other entity.
Different security policies can be implemented at tHfenswe level [10]. Mostly, these are traceable in

the literature and reported practices, to one or rabtiee policies given in the Figure 1, as follows:

Mon- Data
Authentication Access control Confidentiality  Repudiation Classification
& Rights
Security
Policies
Business
C ontinuity Virus protection  Event log and Backup and
Andit Recovety

Figure 1: Security Policies

In this paper, we concentrate on ‘Authentication’ policy asll assessment procedure. The
purpose of this policy is to establish a standard dithentication of the users to the IT systems. The risk
assessment activity is performed on the basis of varatrbutes identified for this policy. The
remainder of this paper is organized as follows: $ac# describes the ‘Authentication’ Policy. The
attributes for ‘Authentication’ are discussed in Sect&grwhile a weightage is proposed in Section 4.
‘Risk Assessment’ is discussed in Section 5, wheréagerimental Validation and Results’ is given in
Section 6. ‘Conclusions and Future Work’ are given in Sectio
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AUTHENTICATION POLICY

Authentication permits the system to verify one’s identifaracredentials. Authenticating
yourself to a system tells it the information you hastlklished to prove that you are who you say you
are [12]. In order to prevent software from various busieesl environmental hazards, systems and
procedures are being developed and implemented for autigoni of users so that only authorized users
given access to the application. Strong authentication metesild be adapted for all critical
applications and databases. It is the act of establishiogndirming something (or someone) as
authentic, that is, that claims made by or about thmgthre true [10]. Authenticating an object may
mean confirming its provenance, whereas authenticatreyson often consists of verifying their
identity.

Authentication depends upon one or more authentication fattavsder to safeguard software,
from various business and environmental threats, systemds ppocedures are developed and
implemented for authentication of users so that only authdnisers are given access to the application.
The access controls can be well implemented through authemicathich should have approved
solution. Strong authentication should be used for all crit@gplications & databases. Every
organization has business data spread across multiplessana location. These servers’ process and
data worth millions of rupees hence authentication of usessdbe strictly controlled as per standard
procedure. This policy should address Policies and Proegdalated to the authentication of users to
the organization’s information resources. This policy shdigdapplied to all the users and all the
information resources including all operating systems, egiptins, databases, and all other computing

resources [10].
ATTRIBUTES OF ‘AUTHENTICATION’ POLICY

Taking into account, the need and significance of an authentiqadlay for building secure
software, various attributes of this policy are identifiélese attributes have been derived from the
reported and well-verified practices which is evident froor earlier publication [11]. A pictorial
representation of these attributes is depicted as follows:

Password Physical Account  Changing
Resetting  Password Securityof locked default Password Session Access  OSlevel
Verification  Encryption Password out  Password  Policy AuditTrail  claanup  Attempt Authentication

1111 ]

Access  Authorized Confidentiality OSLevel Database password Confidentiality Multilevel Password Password  Login
Control Application Agreement  Access Access  Standardization ofPasswords  Authentication Expiry Changing  Interface
Access Control  Control Procedure  Capability

Figure 2: Attributes of Authentication Policy
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WEIGHTAGE OF THE ATTRIBUTES

After proposing these attributes, it was felt byam of experts that each attribute may have its
unique weightage for the implementation of this securdlcp; that means the weightage of all the
attributes may not be the same rather it will be differdfe tried to explore the feasible ways to assign
the weightages. Unfortunately, we could not find any suctkwo which such weightages have been
assigned. Therefore, it was decided to take the help andrmpaicbf experts’ feedback on the relevant
issues by designing a feedback form. The feedback watadl on the following issues:

» Checklists’ relevance to the purpose;
* Analysis of the checklists’ quality which include followingeaks:
o Importance of the attribute;
o Potential utility for evaluation practice;
o0 Completeness/coverage of attributes; and
0 Relevance of all the attributes.

* In the rightmost column of each checklist, to assigwedghtage between 1 to 5 (1 is
minimum and 5 is maximunaping Likert's scale, to each attribute for the implentana

of the each of the security policies.

These attributes along with the review form weret genthe thirty experts from the varied
fields’ viz. academia, industry, scientific organizaspreducational institutions, research bodies,
government organizations. Really, it was a daunting tagkave the feedback from the experts. It was
completed by personal interactions with the experts &yinlg 2-3 meetings in which the complete
framework was discussed in detail. After a lengthy eégserave were able to have duly filled feedback
forms from the twenty experts only. After collectinggddorms/comments, we compiled this data in two
ways. At the first level, based on the comments cited imetview forms, we made some revisions in the
attributes and then again a fresh weightage was t&kernhe second level, we designed a format in an
excel sheet, in which all the data from the experts’ consnerre filled. Since, we received the
feedback from twenty experts only; an average weightagaaotf attribute was calculated. Based on the
average value for each attribute, we finalized the ktaige of the attributes, which is displayed in the

following tables:
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Table 1: Attributes’ Weightage of Authentication Policy

1 Access Control 4.75
2 Authorized Application Access 4.4
3 Confidentiality Agreement 3.95

4 OS Level Access Contr 3.9

5 Database Access Control 4.6

6 Password Standardization 4.35
7 Confidentiality of Passwort 4.4

8 Multilevel Authentication 4.1

9 Password Expir 3.8
10 Password Changing Procedure 3.05
11 Login Interface Capability 4.15
12 Password Resetting Verificati 3.95
13 Password Encryption 4.4
14 Physical Security of Password 4

15 Accounts locked ol 3.95
16 Changing default Password 3.8
17 Password Polic 4.3
18 Audit Trail 4.35
19 Session Cleanup 4.15
20 Access Attempt 4.15
21 OS Level Authentication 3.85
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RISK ASSESSMENT

After determining the weightage of the attributes of 8ecurity policy, we propose the process
of risk assessment, which can be performed by usimgtaematical formula. The formulation is done
by using the concept of averages, which is a suitaatestical tool that may be used in these conditions.
Here, risk assessment can be done by using the folldainwla:

Risk [Attributes]
Risk =Y W; X;/n
where X={1or0
and i = 1,2,3, ............. n

Here, Wis the weightage of the attribute, andiXthe value of the compliance of the attributeif.a.
attribute is compliance, the value will be 1, and if, itstvalue will be 0.

Based on the above calculated risk value, its tolerimiemay be decided. We propose the following
limits, as given:

* Low Risk: The implementation of this policy is at low risk if thalue of the risk i& 3.5.

¢ Medium Risk: The implementation of this policy is at medium risk if tredue of the risk lies
between 2.5 to 3.5.

* High Risk: The implementation of this policy is at high risk if the rigtue is< 2.5.
EXPERIMENTAL VALIDATION AND RESULTS

The proposed methodology is applied to a real life projeat fralustry (on the request of the company,
identity is concealed), and the final result of attribussessment is calculated on the basis of total
compliance and non-compliance attributes. The resultgieee in the following table:

Table 2: Validation Data for Authentication Policy

1 Access Contre 4.7¢ 1 4.7t

2 Authorized  Application 1 4.4
Access 4.4

3 Confidentiality 0 0

Agreement 3.95
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4 OS Level Access Contro| 3.9 0 0

5 Database Access Contral 4.6 1 4.6

6 Password Standardizati 4.35 1 4.3t

7 Confidentiality of 1 4.4
Passwords 4.4

8 Multilevel Authentication 4.1 0 0

9 Password Expit 3.€ 0 0

10 Password Changing 0 0
Procedure 3.95

11 Login Interface 1 4.15
Capability 4.15

12 Password Resetting 1 3.95
Verification 3.95

13 Password Encryption 4.4 0 0

14 Physical Security ¢ 0 0
Password 4

15 Accounts locked ol 3.95 1 3.9¢

16 Changing default 0 0
Password 3.8

17 Password Policy 4.3 1 4.3

18 Audit Trail 4.3t 0 0

19 Session Cleanup 4.15 0 0

20 Access Attempt 4.15 1 4.15

21 OS Level Authentication 3.85 1 3.85

> WCF = 46.85
Risk = (46.85) / 21 = 2.23

Now, the value of the calculated risk is compared withthheshold values, as specified. It can
also be decided by the requirement engineers accordirg teeturity needs; the threshold value may

vary according to the security requirements of the softwidege, the value of the final risk is 2.23,
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which is at the high risk. This value is not toleraliteany cost. Hence, requirement engineers should

revise the SRS by strengthening the authentication agbut
CONCLUSIONS AND FUTURE WORK

The attributes of Authentication policy are identified anghique weightage is proposed for the
implementation of the Authentication policy. A risk assesgrfmula is also proposed for determining
the risk related with this policy. The system will iager with respect to this policy implementation if
it satisfies all or most of the attributes and will e the low level of risk. A complete process of
Authentication policy is described for the security aasce of the SRS. Being prescriptive in nature,

risk assessment is a concrete step towards implemgesgcurityright from the beginning’.

Moreover, these proposals need to be validated in large safopkandardization. Therefore,
future work may include the integrated level validatiorthef proposals along with the standardization
for a large sample space. A software tool may also belapma for the automation of this complete
process. In future, we are also trying to identify akieibutes of other remaining security policies given
in the section |, based on the same pattern. This will $afipvare developers and security experts for

building secure software.
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